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Welcome... 
 
... to the Genomatix Genome Analyzer System Administrator's Guide. 

The Genomatix Genome Analyzer is Genomatix' integrated solution for comprehensive 
second-level analysis of Next Generation Sequencing (NGS) data from ChIP-Seq, RNA-
Seq or genotyping experiments. Each analyzer is brimming with state-of-the-art technol-
ogy that sheds light on biological context – essential to help you understand the big 
picture.  
 
The GGA produces results of higher relevance, answering your scientific questions with 
even greater precision than before. 
 

With its two distinct faces: 

• the browser based interface for quick and intuitive access and eas-
ily comprehensible visualization of data and 

• the command line input alternative for the bio-informatics specialist 
wanting to integrate scripts and tools in proprietary pipelines or to 
directly access the underlying data and data structures, 

 

the Genomatix Genome Analyzer provides: 

• state-of-the-art technologies of the Genomatix Software Suite plus 
additional analysis capabilities for large data sets from Next Gen-
eration Sequencing experiments, 

• first class genome annotation and background data for 26 species, 
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• fully integrated automatic ChIP-Seq data analysis workflow (classi-
fication and clustering of reads, sequence extraction, transcription 
factor analysis, automatic generation of binding site motifs and 
weight matrices from the data), 

• true second-level analysis that shows you the biology behind your 
data, 

• command line tools and direct annotation database access allow-
ing integration in your own workflows. 

 

If there are any open questions that are not covered in this manual you are always wel-
come to contact us 

 

via email: 

support@genomatix.de 

or 

support-us@genomatix.com (US and Canada) 

 

via phone: +49 89 599766 0 

 

We're confident that the Genome Analyzer will help you reach your scientific goals 
quicker and more easily. 

 

Thank you for choosing a Genomatix product. 

 

The Genomatix Team 
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System Administrator's Guide 

Introduction 
This part of the manual describes how to set up the Genomatix Genome Analyzer (GGA). 
You will find information for first time set up, user management and general maintenance 
as well as how to connect to the Genomatix Genome Analyzer from remote computers. 
All administrative tasks can be performed using a web interface, so you will need a com-
puter with an internet browser installed to perform the setup. 
At the end of the manual there's a list of the most frequently needed tasks with short 
explanations and links to the more detailed information. If you are reading the on-line 
version of this document you can use these links to directly jump to the sections men-
tioned.  
Any important side notes in this manual are printed in oblique to raise your attention! 
 
We hope this manual will help you get the most from your Genomatix Genome Analyzer. 
If any questions remain or if you run into any problems you're always welcome to contact 
us at: 
support@genomatix.de (via email) 
or support-us@genomatix.com (US and Canada) 

+49 89 599766 0 (via phone) 
+49 89 599766 55 (via fax) 
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Notices and Safety information 

Safety Information 

Electrical safety 

• To prevent electrical shock hazard, disconnect the power cable from 
the electrical outlet before relocating the system. 

• When adding or removing any devices to or from the system, ensure 
that the power cables for the devices are unplugged before the sig-
nal cables are connected. If possible, disconnect all power cables 
from the existing system before you add a device. 

• Seek professional assistance before using an adapter or extension 
cord. These devices could interrupt the grounding circuit. 

• If the power supply is broken, do not try to fix it by yourself. Contact 
a qualified service technician or Genomatix. 

Operation safety 

• Before using the product, ensure that all cables are correctly con-
nected and the power cables are not damaged. If you detect any 
damage, contact your dealer immediately. 

• To avoid short circuits, keep paper clips, screws, and staples away 
from connectors, slots, sockets and circuitry. 

• Avoid dust, humidity, and temperature extremes. Do not place the 
product in any area where it may become wet. 

• Place the product on a stable surface. 

• If you encounter technical problems with the product, contact a qual-
ified service technician or Genomatix. 

Notices 

Federal Communications Commission Statement 
This device complies with Part 15 of the FCC Rules. Operation is subject to the following 
two conditions: 



Notices and Safety information 
 

 
© 2022 Precigen Bioinformatics Germany GmbH  www.genomatix.de 

8 

• This device may not cause harmful interference, and 

• This device must accept any interference received including inter-
ference that may cause undesired operation, 

This equipment has been tested and found to comply with the limits for a Class B digital 
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide rea-
sonable protection against harmful interference in a residential installation. This equip-
ment generates, uses and can radiate radio frequency energy and, if not installed and 
used in accordance with the instructions, may cause harmful interference to radio com-
munications. However, there is no guarantee that interference will not occur in a partic-
ular installation. 
If this equipment does cause harmful interference to radio or television reception, which 
can be determined by turning the equipment off and on, the user is encouraged to try to 
correct the interference by one or more of the following measures: 

• Reorient or relocate the receiving antenna. 

• Increase the separation between the equipment and receiver. 

• Connect the equipment into an outlet on a circuit different from that 
to which the receiver is connected. 

• Consult the dealer or an experienced radio/TV technician for help. 
 

Canadian Department of Communications Statement 
This digital apparatus does not exceed the Class B limits for radio noise emissions from 
digital apparatus set out in the Radio Interference Regulations of the Canadian Depart-
ment of Communications. 
This Class B digital apparatus complies with Canadian ICES-003. 
 

Disposal of the product 
The symbol of the crossed out wheeled bin indicates that the product (electrical 
and electronic equipment, Mercury-containing button cell battery) should not be 
placed in municipal waste. Please check local regulations for disposal of elec-
tronic products. 
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Hardware installation 
Hardware installation of the Genomatix Genome Analyzer only requires a few simple 
steps. 
The Genome Analyzer rackmount version is either a standard 1 or 2 unit server with the 
hard drives built into the server. After installation in a server cabinet, make sure that all 
cables are connected properly before starting to use the GGA (two - redundant - power 
cables + ethernet cable). Keep in mind that for the initial setup you'll need to connect a 
computer directly to the GGA via an ethernet connection. 
Please note: The rack versions come with multiple Ethernet ports. Per default the system 
will use the one with the lowest MAC address, therefore this might change from installa-
tion to installation. Usually we mark the port to use. 
Additionally some of the rackmount versions might have an IPMI card installed that pro-
vides an additional ethernet port. Do NOT connect this port unless you also configure 
the access settings of the IPMI card! Otherwise these will be set to factory defaults, which 
might pose a security risk! 
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System administration 
The Genomatix Genome Analyzer can be easily configured through a web interface. We 
recommend reading at least the following "First time system setup" section before you 
start to configure the GGA. Read the complete chapter for additional information on 
maintenance of the system. 

First time system setup 
For the first time setup you need to connect a computer (a laptop is recommended, but 
any desktop machine should be fine as well) to the GGA via ethernet. As the GGA will 
act as a standalone DHCP server whenever it is booted without an ethernet connection, 
the computer you are using needs to be set to accept an IP address from a DHCP server. 
You also need a WWW browser like Internet Explorer, Firefox or Safari to perform the 
setup. (Any other standards-compliant web browser should also work.) 
Please note: Do not connect the GGA to an existing ethernet network after booting it 
without ethernet connection, as it may interfere with any DHCP servers of your own, 
causing unpredictable IP address conflicts in your network! 
Now connect your computer to the GGA using the loose end of the cable you connected 
in step 4 of the hardware setup. Power up the computer and use your WWW browser to 
connect to the address you wrote down in step 6 of the hardware setup (usually: 
http://192.168.222.131). 
You should see a page like this: 

 
To set up the GGA please click the "Administration" button.  
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This will take you to the Administration front-end of the GGA where you should immedi-
ately continue to "Server Configuration“ to configure essential network settings: 

 
After clicking the bottom link you will be asked for the system administrator's login and 
the password. The factory defaults are  

• login: 'root' 

• password: 'D0n!G,d3v1.' 
Only the root user can login to the GGA Administration front-end. When 
you change root's password on the command line using the "passwd" com-
mand the password here changes accordingly. 
 
This will transfer you to the main administration interface: 

 
Here you can configure network, mail, time and remote file system settings. You can also 
change the settings for the Genomatix Software Suite and start maintenance jobs. 
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Network settings 
Select the "Network settings" option. On the upcoming page enter: 

• a name (e.g. 'gga') (optional) 

• the domain of your network (e.g. 'genomatix.de') (optional) 
Note that if your network doesn't provide DNS services which can resolve 
the GGA's fully qualified domain name (e.g. gga.genomatix.de) leave both 
fields empty and the system will be working with its IP address only (e.g. 
192.168.222.131). 

• the IP address of the GGA (required) 

• the net-mask used in your network (required) 

• the gateway IP address (optional but recommended) 

• the IP addresses of your domain name servers (optional but re-
quired for using the mail functionality) 

• the ID of your Windows workgroup network (optional) 

• If your GGA will provide all authentication for both itself and an as-
sociated GMS keep "This machine will do all authentication for 
GGA/GMS" on "yes". Only change this value if you are an experi-
enced IT person and have configured your own LDAP/AD settings 
and your institution's servers will take over authentication 

• If the GGA will do all authentication, please enter a good and secure 
LDAP Admin password here. This needs to be kept secret since it 
is possible to change your entire user database using it. You will 
need this password for configuration of an associated GMS (if avail-
able). 

• For lookup (read-only) purposes you will need to provide an LDAP 
User password which cannot be used for changing any values but 
for listing all users. You will need this password for configuration of 
an associated GMS (if available). 

 
An example of the settings can be seen on the top of the next page. After entering all the 
data, hit the "Submit" button to store them. 
Please note that these changes will be applied only after restarting the GGA. 
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Mail settings 
Select the "Mail settings" option on the left. On the upcoming page enter your mail serv-
er's name. Setting the mail server is not required, however it is recommended for notify-
ing users when long-running analyses are finished. You can also set a 'postmaster' email 
address where any system messages are sent to. Here is an example: 

 
 

Date and time settings 
Select the "Time settings" option on the settings page. Then select your time zone and 
enter the date and time in the format given on the page. 
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You can also provide up to 3 different time servers so your GGA will automatically syn-
chronize its time to them. This will become important if you plan to use Active Directory 
services which rely on correctly set times. 
Even if you want to use less than 3 time servers please fill in all 3 fields anyway by 
copying and pasting another field. If your GGA has access to time servers on the internet 
you can use the pre-defined settings. 

 

 

 

Remote file systems (NFS) settings / connection to GMS 
You can mount remote file systems on the GGA that will be available for Bioinformatics 
workbench users and the NGS analysis tasks in Genomatix Software Suite. You can 
also define a remote file system to contain project data generated via the GUI on the 
Genomatix Mining Station (GMS). This allows for seamless integration between the GUIs 
on GMS and GGA and users don't need to export or download data from the GMS that 
they want to use on the GGA for downstream analysis. 
All local mount points referring to devices that do not contain GMS project data can be 
found within the '/mounts' directory (e.g. if you choose 'nas1' as local mount point, the 
data will be under '/mounts/nas1'). 
Mount points linked to devices containing GMS project data will show up in the user 
interface of the Genomatix Software Suite and can be directly browsed to access results 
from the GMS. 
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In the mount point overview you can edit, delete or add mount points: 

 
Please note that after editing or deleting mount points a system reboot is needed for the 
changes to be effective. If you add a new mount point the system will try to mount this 
immediately! 
 
If you choose to add or edit a mount point you will need to fill in or edit the name for the 
local mount point, the remote server name and directory, the file system type and any 
file system options for the mount. 

 
Warning: entering wrong data can prevent your system from booting! In this case, please 
reboot the system without a network cable plugged in - nothing will be mounted in 
standalone mode -, connect a computer directly to the GGA via ethernet, open 
https://192.168.222.131:3001/remotefs and delete/edit the non-working entry! 
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Rebooting the system 
To apply any new network settings a reboot of the Genomatix Genome Analyzer is re-
quired. To perform a reboot, softly press the front 'Power'-button on the left hand side on 
the front of the GGA. It will take a while for the system to shut down. Whenever the 
shutdown is finished, the front display will be blank and the power LED will be off as well. 
If you are doing a first time configuration of the GGA from a directly connected computer, 
you can now unplug it and instead connect the GGA to your network. Wait for about 10 
seconds, then press the 'Power'-button again to restart the system. 
Please note: Please press the 'Power'-button shortly. Holding it for a longer time will stop 
the system immediately and might interrupt any disk operations in progress which could 
lead to a loss of data! Using this functionality is only recommended if the system is un-
responsive to any other input! 
You can also reboot or shutdown the system via the "Maintenance" option of the Admin-
istration Interface (see the "Maintenance" section below for more information). 

Changing setup parameters 
After the initial setup described in the previous section, you can always change any of 
the settings. Just select the 'Server configuration' option from the administration front-
end again and follow the steps described above for all or selected settings. 

Monitoring the system 

Monitoring Genomatix Software Suite users 
If you want to monitor how many active sessions are currently run via the Genomatix 
Software Suite, you can use the "Session monitor" on the main administration screen to 
see who is currently logged in to the Software Suite. (To check for Bioinformatics-
Workbench users, please use the 'who' command from the command line!) 
The session monitor will provide information about the username, access and login 
times, IP address and proxy status. 

 
To get more information about any user move your mouse-pointer on the username. A 
window will pop up giving you more detailed information on the last three analyses and 
the user's email address data (if it has been entered during the account setup). 
Please note that your account needs to be configured to be able to use the session 
monitor. Read the "Change Genomatix Software Suite Settings" section of the "Other 
settings" chapter for detailed information. 
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Monitoring the Genomatix Software Suite job queue 
The workload manager SLURM (Simple Linux Utility for Resource Management) is used 
on the GGA system to ensure a balanced capacity utilization. Tasks are scheduled to 
run in a queued manner. 
To monitor the (longer running) jobs of the Genomatix Software Suite that are currently 
running or queued on the system you can use the 'Sview' tool that comes with SLURM. 
In order to start 'Sview' you will need to login on the GGA via SSH with X11 enabled as 
user 'root' (e. g. 'ssh -Y root@gga'). Then execute the command 'sview' and a window 
with a graphical user interface will appear. 
Here you can view and cancel currently running and pending jobs by right-clicking on the 
job description and selecting the action from the menu. 
A short usage information can be found under 'Help' -> 'Usage'. 
 

 
 

Monitoring the system activity via the front display 
The desktop version of the Genomatix Genome Analyzer has a 4.3'' LED display on the 
front side that can be used to monitor the general system activity. After starting the ma-
chine the display should look like this: 

 
The different lanes indicate different aspects of the system activity as follows: 
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• LOAD 
shows the number of active processes on the system. Any load up 
to 4 processes can be handled without delays on a quad core sys-
tem. More simultaneous processes will use the CPUs in turns. If the 
load is high without any CPU activity being shown, this may be due 
to processes waiting for disk or network activity to finish. 

• CPU0 - CPU3 
show the activity of each of the 4 CPU cores on the system 

• MEM 
shows the memory usage of the system 
 
Please note that a red bar here only indicates that a part of the RAM 
is used as buffer which will be transferred for user processes if nec-
essary, whereas a filled green bar really indicates that most of the 
system's physical memory is in use for user processes. 

• DISK 
shows the read/write activity to the hard disks. 

• SWAP 
shows the amount of swap space being used. Ideally, swap space 
should never be used or only for short periods of time 

• PAGE 
shows the activity of the swap space. High activity together with a 
high value for the amount of swap space above indicate a lack of 
memory for the processes running on the system. You should wait 
until this situation is resolved before starting new jobs on the GGA. 

Maintenance of the system 
The "Maintenance" section of the administration front-end allows you to restart the web 
server providing the Genomatix Software Suite and to completely reboot the GGA, if that 
should ever be necessary. 
To get to the "Maintenance" section, please choose "Administration" on the start page of 
the GGA web interface: 
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Log in using the 'root' user account and select "Server configuration" from the upcoming 
page. Then select "Maintenance" from the bottom of this menu: 
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You should arrive at the following screen where you can choose from five options: 

 

Creating a self signed SSL certificate for the machine 
If you want to use a self-signed SSL certificate instead of a general one from your insti-
tution, you can create one using this option. 

Restarting the Genomatix Software Suite web server (Apache) 
If, for any reason, you need to restart the software suite web server, you can do this by 
selecting 'Restart the Apache daemon (the webserver)' from the 'Maintenance' menu. 
This will stop the web server and restart it. 
Please note that any long running jobs started via the Genomatix Software Suite might 
be lost when restarting the server! 
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Restarting the Genomatix Software Suite application server (Glass-
fish) 
Some of the tools within the Genomatix Software Suite need the glassfish server for 
visualization and communication with the database (e.g. TranscriptomeViewer, Ge-
nomatix Pathway System). If you experience any problems displaying data in these, you 
can restart the server and check if this solves your problem. 

Rebooting the Genomatix Genome Analyzer 
If you need to reboot the Genome Analyzer, select 'Reboot the GGA' from the menu. 
This will restart the system. 
Please note that any running jobs will be terminated and all output from running jobs will 
be lost! 
Rebooting the server will take a while and it might not be instantly obvious that the reboot 
is under way. Please be patient, there is usually no need to select the 'Reboot' option 
repeatedly! 

Shutting the Genomatix Genome Analyzer down 
If you need to stop the GGA completely, use the 'Shutdown the GGA' option. 
Please keep in mind that you need physical access to the machine to restart it after a 
shutdown! 

Backup of your own data 
All data you and your users are creating will be stored under a directory named '/cus- 
tomerharddisk'. 
It is essential that you back up all contents of this directory regularly!! 
Genomatix recommends doing an rsync job from a machine which already runs backups 
in your institution: 
rsync -av --delete root@gga.genomatix.de:/customerharddisk/* /local/directory 

You'll need to replace 'gga.genomatix.de' by the name or IP address of your GGA and 
'/local/directory' by the path of the directory to be used on the local machine  
Please note that this command will delete any data within '/local/directory'! 
Since the '/customerharddisk' directory contains database files, it is recommended to 
stop the database server before starting the backup (keep in mind that this will break any 
jobs running at this time) with the command: 
/etc/init.d/mysql stop 

Start the database server again after the backup has finished using: 
/etc/init.d/mysql start 

If stopping the database server is not possible, try to run the backups during lowest us-
age times! 
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Protecting your own configuration files over a disk swap update 
As the operating system will always be exchanged when a new disk based update is 
delivered to you, all your configuration files would normally get lost. 
The standard settings such as network configuration, time servers, mount points will be 
preserved and recreated on every boot. 
Unusual or very individual settings such as LDAP or AD settings cannot be covered by 
this method. To prevent you from entering all your configuration data over and over 
again, there is a special directory on every GGA: 
/customerharddisk/customertars 
 
This directory will first be completely empty. You can place gzip compressed tar files 
there which will be extracted in alphabetical order at boot time, right after all local file 
systems have been mounted, but before the network has been started. The tar file will 
be extracted in the absolute root level directory „/“. 
To test if a file can be extracted, do a 
tar tzf <myfile>.tar.gz 

(where <myfile> needs to be changed to a name of your choice) and you should see 

output like the following 
These three files would be extracted as if they have a leading „/“: 
/etc/myprogram/myconfig.conf 
/etc/init.d/start_myprogram 
/etc/rc2.d/S17start_myprogram 
 
As you can see it is also possible to include files from /etc/init.d and /etc/rc2.d to make 
automatic starting of services possible. 
Please note that Genomatix will take no responsibility for modifications preventing the 
machine from booting, running or connecting to a network! Our support will try to assist 
you in getting the system up and running again, but you may have to contact your own 
IT experts or return the complete disk sets to Genomatix! 

Other settings 

Change Genomatix Software Suite settings 
Click on the "Genomatix Suite settings" link from the server configuration menu to get to 
this page. 
Here you can set up: 

• the number of days any unprotected results are kept on the server 

etc/myprogram/myconfig.conf 
etc/init.d/start_myprogram 
etc/rc2.d/S17start_myprogram 
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• an email address and name that gets used as the sender address 
for notification mails sent from the Genomatix Software Suite 

• an email address and a name for a support contact 

• access to the Genomatix Software Suite result directory (for matrix 
and model access) for Bioinformatics Workbench users 

• access to the session and queuing monitor for selected users 

• the welcome message displayed on the GGA start page 

• certificates for encrypted communication with the server 
The topmost parameter is the number of days any unprotected results will be kept until 
they're automatically deleted. User's can protect results they want to keep from deletion. 
To save disk space all other results are automatically deleted after 30 days per default. 
You can change this number here to at most 1,000 days. If you set this parameter to -1, 
results will never be deleted. 

 
The next two text fields are used to generate the sender address for emails that are sent 
to users to notify them that a long running Genomatix Suite job has finished and provide 
them with a direct link to the result. The following two fields are for a support email ad-
dress and a support name, e.g. for your system administrator or a local helpdesk This 
information will be displayed as a support contact on the interactive web pages. If no 
information is entered it will default to the Genomatix support team email. 
The next selection lets you choose, if you want Bioinformatics Workbench users to be 
able to access the Genomatix Software Suite result directory. This will be mounted under 
'/home/httpd/gx_data/users'. 

 
Please note that with this option set to 'yes' all Bioinformatics Workbench users will have 
read access to all Genomatix Software Suite users' result directories! 
 
In the following three fields you can enter Genomatix Software Suite users that you want 
to have access to the session and queuing monitors described in the "Monitoring Ge-
nomatix Suite users" and "Monitoring the Genomatix Software Suite job queue" sections 
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of the "User management" chapter. If you don't want to have access for anyone, just 
leave these fields blank. The 'gxadmin' user is set per default, but can be changed to 
any other user. 

 
You can also configure the welcome message on the index page of the GGA. Just edit 
the text given in the next field. 

 
Please make sure to put valid HTML into this field! Entering invalid HTML might result in 
an unreadable welcome page! 
 

 
The next three fields are needed for secure (https) connections to the GGA. These fields 
must not be empty and any content must start and end with '-----' without any leading 
or trailing white space or newline characters. The server certificates and key will be gen-
erated randomly at the first start of the system. Users will therefore get a warning that 
the certificate is 'self-signed' or 'not from a trusted CA' when connecting via https. If you 
want to avoid this warning, you'll have to get a signed certificate from a trusted certifica-
tion authority and copy/paste it into the first fields. The second one needs to hold the key 
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generated when preparing the certificate signing request (CSR). Make sure, this key file 
is not password protected, as the webserver won't be able to open and use it otherwise. 
You may not need to change this last of the three fields, as bridge certificates are not 
always needed. However, don't change it if you don't need it, as the server won't start 
otherwise. 
If you need to change any configuration in addition to those listed in this manual, please 
do contact Genomatix in advance to avoid any issues due to configuration conflicts. 
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User Management 
Per factory default, user management on the GGA is provided by an internal LDAP (light-
weight directory access protocol) directory service. This can also be used to manage 
users for an attached Genomatix Mining Station (GMS). Alternatively you can use an 
existing directory service like LDAP or Active Directory provided by your institution/com-
pany. Please see the section "Attaching your GGA to an existing LDAP/AD Server" be-
low, as user management will be handled via the external directory service then and you 
don't have the possibility to set up or modify users. 

Using the graphical user management tool 
Click on the 'User management' link on the "System Administration" page. You have to 
login with administrator credentials, i.e. with the following account: 

• login: gxadmin 

• password: adminadmin 
Hit the "Continue"-button on the upcoming page: 

 
 

Creating a new account 
To create a new Genomatix Software Suite user account, click on the "Start..."-button 
next to the "create a new user" option. 

 
In the upcoming form, please fill in at least the "Last name" and the "Email address" 
fields on the left hand side: 
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If you don't fill in the "User name" and "Password" fields, an account name and a pass-
word will be automatically created. 
If you are also using a Genomatix Mining Station (GMS) that is attached to the GGA's 
directory service and you want a user to have access to the GMS you need to check the 
“User may login on GMS” box. This will add the user to the Unix group ‘gmsusers’, which 
is configured to have access to the GMS. 
The "User group" field on the left will automatically be set and cannot be changed. 
All users will be granted access to the Bioinformatics Workbench (command line) and 
the Software Suite (GUI). On the lower right you can enter settings for the command line 
account of the user. If you do not fill in any values, they default to: 

• Unix user id: the next unused user id (an increasing integer value) 
• Home directory: /home/<user name> (in the example (screenshot) above this 

would be /home/usera) 
Note: If you later modify any of the command line account settings, you will have to make 
file system level changes manually. E.g. if you rename the users’ home directory, any 
data within the directory are not moved automatically to the new location. Changing the 
Unix user id might require to adjust file permissions, group memberships etc. 
 
Click on the "Create user" button to complete the creation of the user account. If you 
didn't set an account name and/or password you can find them on the right hand side of 
the form. 
Click the "Back to the main page" button to return to the User management overview. 
Creating users is not possible if you use an external directory service for user manage-
ment. For any user accessing the system via the GUI using valid directory service cre-
dentials an account will automatically be created on the system to store results. 

Searching and modifying users 
If you need to modify any of the account data or just want to search for a user, please 
click the "Start..." button next to the "Search and modify users and view user profile" 
option from the User management overview. 
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Fill in your search terms in the upcoming form and click the "Search users" button to start 
the search. You can use '%' as a wild card. Entering '%' into the "First name" field (or 
any other) will list all user accounts currently present on the system: 

 
You can use the buttons below the table to select or deselect all checkboxes in the user 
list, to invert any selection or to change the sort column and order of the table. 
To modify or delete a user account, select the checkbox next to it, then choose the de-
sired action. Clicking on the "Show profile" button will display an overview of the selected 
account's usage of tools. 
You can only modify one account at a time, but can delete multiple accounts at once. 
If you want to change the password for the gxadmin user, we recommend to copy/paste 
the password to avoid any typos. If you do so, please make sure you remember or keep 
this password as you'll not be able to access the user management without it.  
If you are using an external directory service, you can view users via the tool. You can 
also delete accounts that have been deleted on the directory service. If you want to 
change a username, please change it via the tool first, then on the directory service. 

Attaching your GGA to an existing LDAP/AD server 
This part of the documentation only applies, if your GGA is to be integrated into existing 
LDAP or Active Directory  environments within your institution!! 
If you wish to use this infrastructure, please contact your IT department and ask them for 
configuration help! 
Our software expects a working PAM interface and will seamlessly interact with 
backends behind it.  
Please note: Configuring the system for an existing environment is a complex matter and 
highly dependent on the setup of that environment. We've put together some informa-
tional material for two standard scenarios (please see Appendix B), but Genomatix can 
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not deliver pre-configured systems or support the setup other than provide general 
guidelines. Please ask the maintainer of the directory service (usually the IT department) 
to configure the system for you. 
You will know you have a working configuration if you enter 
getent passwd 

on the GGA and get all your institution’s users. 

Migrating from internal user management to a directory ser-
vice 
If you have an existing user base on your machine and want to switch to an external 
directory service, please read the following two sections on how to seamlessly migrate 
accounts that are already on the system. 

Adjusting the collation of user names 
By default, Genomatix user management/directory service uses case-sensitive user  
names. If you are running your own directory service using case-insensitive user names, 
it is necessary to adjust the collation of user names in the Genomatix database to match 
the setting in the directory service in use. The 'user_name_collation' script is intended to 
perform this adjustment. 
The program requires that the 'update_usermanagement' script has been run, i.e. that 
the Genomatix UserManagement database was updated. 
Start the program by typing 
user_name_collation 

on the command line. First, the current collation setting in use (in the Genomatix Us-
erManagement database) is printed, and a prompt to switch from case-sensitive to case-

insensitive user names or vice versa, like this: 
Changing from case-sensitive to case-insensitive user names can cause conflicts due to 
duplicate user names (e.g. the user name 'myUser' and 'myuser', which are different in 
a case-sensitive collation become indistinguishable in a case-insensitive setting). If any 
conflicts would result, the program will not change the setting, but instead list the user 
names causing the conflict, as in this example: 

[ Apr 04, 2012, 12:38:04 ] Checking current collation settings for 
user names 
Current collation for user names: latin1_general_cs => user names 
are CASE-SENSITIVE 
 
Would you like to switch to CASE-INSENSITIVE user names ? (y/n) -> y 
[ Apr 04, 2012, 12:38:07 ] Changing collation of user names to CASE-
INSENSITIVE 
[ Apr 04, 2012, 12:38:07 ] done, user names are now CASE-INSENSITIVE 
[ Apr 04, 2012, 12:38:07 ] Good bye. 
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You must then first resolve the conflicts by renaming the users. You can use the 
'sync_usernames' tool (described below) for this purpose. Afterwards, run the 
'user_name_collation' script again. 
If you are using the Genomatix directory service on the GGA, user names are always 
case-sensitive. The 'user_name_collation' tool does not allow you to switch to case-in-

sensitive user names: 
 

Synchronizing user names 
To make sure that the directory service and Genomatix user management are consistent 
with each other, the same users (i.e. user names) must be known in both systems. 
In particular, each user name stored in the Genomatix system must be mapped to an 
account in the directory service in use. The ‘sync_usernames’ command line tool con-
verts user names in the Genomatix user database. 
Note: You need to run this program only once to synchronize the users already stored in 
Genomatix user management system. Any new users will be automatically created when 
they log in for the first time. 
To find out which users (i.e. user names) are currently known in the Genomatix user 
management system, run the script without any parameters: 
sync_usernames 

This will list all user names found in the Genomatix user management database. If you 
want to have the user names printed to a file, simply redirect the output of the script. E.g. 
calling 
sync_usernames > gx_users.txt 

will print the user names to the file 'gx_users.txt' in the current working directory. 
To synchronize the user names, you can rename the user names in the Genomatix user 
management by passing a file name as a parameter to the 'sync_usernames' tool: 

[ Apr 04, 2012, 12:47:30 ] Checking current collation settings for 
user names 
Current collation for user names: latin1_general_cs => user names 
are CASE-SENSITIVE 
Changing user names to a CASE-INSENSITIVE collation would result in 
conflicts due to variant spellings of the following user names: 
  1: myUser  myuser 
[ Apr 04, 2012, 12:47:30 ] Good bye. 

[ Mar 21, 2012, 11:55:46 ] Checking current collation settings for 
user names 
Current collation for user names: latin1_general_cs => user names 
are CASE-SENSITIVE 
The system is set up to use Genomatix UserManagement and LDAP direc-
tory, which uses CASE-SENSITIVE user names. 
[ Mar 21, 2012, 11:55:46 ] Good bye. 
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sync_usernames <FILENAME> 

The file must contain pairs of (Genomatix) user names to rename and the new value on 

a line each, separated by a tab: 
Before altering any user names, the script checks if any conflicts would occur by the 
renaming process. In particular, there must not be any duplicates in the list of new user 

names, and none of the new user names must be already in use. 
The scripts 'update_usermanagement' and 'user_name_collation' must have been run 
before this script. 
A note on the user ‘gxadmin’ 
If you run ‘sync_usernames’ to list the users from the Genomatix user management as 
described above, you will find a user named ‘gxadmin’ within the list. This user is config-
ured to have permissions for using the graphical User Administration Tool on the GGA. 
This tool is also available (though with limited functionality) if the system is using a cus-
tom directory service different from the internal one. If you want to use the User Admin-
istration Tool alongside a custom directory service, you have two options: 
1. In your custom directory service, create a user with the user/login name ‘gxadmin’. 
2. Use ‘sync_usernames’ to assign an existing user in your directory service to the user 

‘gxadmin’ (i.e. rename ‘gxadmin’ to a different user name). 

GX_USERNAME1    NEW_USERNAME1 
GX_USERNAME2    NEW_USERNAME2 
... 

[ Apr 04, 2012, 13:08:23 ] Started job 
[ Apr 04, 2012, 13:08:23 ] Your system uses CASE-SENSITIVE user 
names! 
[ Apr 04, 2012, 13:08:23 ] ERROR: The user name 'gxuser' is assigned 
to more than one old user name. Please remove any duplicates from 
your list of new user names. 
[ Apr 04, 2012, 13:08:23 ] Good bye. 
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Connecting to the Genome Analyzer 
This appendix shows the different facilities for connecting to the Bioinformatics Work-
bench and to access files on the Genome Analyzer from remote computers. 
If you haven't got a user account / password for accessing the Bioinformatics Work-
bench, please ask your system administrator for support. 

Command line access for Windows users 
To access the BioInformatics Workbench from Windows you will need a ssh (Secure 
shell) client software. We recommend using PuTTY - a free ssh client, which can be 
downloaded from http://www.chiark.greenend.org.uk/~sgtatham/putty/. Of course you 
can use any other ssh software. We'll use PuTTY in the example below, but the settings 
should be similar for other software. 
After installing the software, start the program and enter either the name or the IP ad-
dress of your Genome Analyzer. (If you don't know either, please ask your system ad-
ministrator for help.) In the example below the Genome Analyzer's name is 'dhcp1'. Your 
screen should look like this: 

 
Enter your server's name instead of 'dhcp1', make sure that 'SSH' is selected at 'Con-
nection Type', then click the 'Open' button to open the connection. In the upcoming win-
dow enter your username and your password when prompted. The username in the ex-
ample on the following page is 'user1'.  
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This is what your screen will look like after logging in. From here you can start to use any 
of the tools described in this manual. To end the session, either type exit on the com-
mand line or close the PuTTY window. 

Command line access for MacOS X and Unix/Linux users 
On MacOS X (which will be used for screenshots in this section) or any other Unix-based 
platform, open up a terminal and use the ssh command to connect to the Genome Ana-
lyzer:  
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Enter your server's name instead of 'dhcp1' and your user name instead of 'user1'. You'll 
be prompted for your password and after entering it your window should look similar to 
this one: 

 
From here you can start to use any of the tools described in this manual. To end the 
session, either type exit on the command line or close the terminal window. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Connecting to the Genome Analyzer 
 

 
© 2022 Precigen Bioinformatics Germany GmbH  www.genomatix.de 

38 

 
 
 



How to... 
 

 
www.genomatix.de                                             © 2022 Precigen Bioinformatics Germany GmbH 

39 

Quick "How to..."-list 
Here you will find a short description how to accomplish the most frequent administrative 
tasks including references where to find more details. 
 

Create a user account for the GGA 
Accounts for the Software Suite can be created via the user management accessible 
from the "System administration" menu. Please read the User Management chapter  for 
more information. 
 

Reboot the Genomatix Genome Analyzer 
A reboot can be used to restart the Genome Analyzer if the Genomatix Software Suite 
or the Bioinformatics Workbench are not working correctly. You can reboot the system 
from the "Maintenance" section in the "Server configuration" menu. Please read the Re-
booting the Genomatix Genome Analyzer section in the "System administration" chapter 
for more information. 
 

Start the Genomatix Genome Analyzer 
Desktop version: Check if all cables are connected, then switch on the "sidecar" holding 
the hard disks using the switch on the back. Then turn the switch on the back of the main 
processing unit to "on" and press the "Power" button on the front of the unit. 
Rack version: Check if all cables are connected, then press the power button on the right 
of the front panel. 
If no network cable is connected the network settings will fall back to the default IP ad-
dress 192.168.222.131. 
 

Stop the Genomatix Genome Analyzer 
Desktop version: Press the "Power" button on the front of the main processing unit once. 
It will take a while until the system shuts down. Please wait until all front LEDs are out, 
before turning the switch on the back to "off" or switching off the sidecar or pulling any 
cables. 
Rack version: Press the "Power" button on the front of the server once. It will take a while 
until the system shuts down. Please wait until the Power LED is off before pulling any 
cables. (Note that the network interface LED might still be illuminated). 
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Technical Data  
Please note that these are the specifications of the most recent devices. If you have an 
older version, your system might have different specifications. 

Rackmount version (1U) 
Description:  1U 19" Server 
Dimensions:  432 x 43 x 650 mm (17 x 1.7 x 25.6 inches) (W x H x D) 
Weight:  19.5 kg (43 lbs) 
Processors:  1 x QuadCore Intel (or more cores on request) 
Memory:  Internal:  32GB ECC RAM (or higher, on request) 
   Hard Disk space: 3 x 1TB HD + 1 x 2TB inside, (2TB for  
      user data, 3TB containing Genomatix’ 
      proprietary annotation data which will be  
      replaced on updates) 
Power Supply: 100-240 V, redundant 650 W AC power supplies w/PFC, 
   60-50 Hz, 8-4 amps 
 
 
 

Rackmount version (2U) 
Description:  2U 19" Server 
Dimensions:  437 x 43 x 716 mm (17.2 x 1.7 x 28.2 inches) (W x H x D) 
Weight:  31.3 kg (69 lbs) 
Processors:  4 x 8Core Opteron (32 cores in total) 
Memory:  Internal:  128GB RAM 
   Hard Disk space: 6 x 4TB HD inside, (4x4 2TB for  
      user data (12 TB raid) , 2x4TB containing  
      Genomatix' proprietary annotation data  
      which will be replaced on updates) 
Power Supply: 100-240 V, redundant 1400 W AC power supplies w/PFC, 
   50-60 Hz, 15 amps max 
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Appendix A - Open source and third party software 
on the GGA 
This is a list of several open source software packages or tools that are used on the GGA 
and their respective license terms. 
 
Cairngorm 
This product links with the Cairngorm software library developed by Adobe 
(http://opensource.adobe.com/wiki/display/cairngorm/Cairngorm) 
Copyright (c) 2007 - 2010 Adobe 
All rights reserved. 
This library and its source code are freely available under the license terms of the MIT 
LICENSE (http://opensource.adobe.com/wiki/display/cairngorm/License). 
 
flexlib 
This product links with the Open Source Flex Component Library developed by Degrafa 
(http://code.google.com/p/flexlib). 
This library and its source code are freely available under the license terms of the MIT 
LICENSE (see below) 

 
 
 
 

The MIT License 
Permission is hereby granted, free of charge, to any person obtaining a copy of this 
software and associated documentation files (the "Software"), to deal in the Soft-
ware without restriction, including without limitation the rights to use, copy, modify, 
merge, publish, distribute, sublicense, and/or sell copies of the Software, and to 
permit persons to whom the Software is furnished to do so, subject to the following 
conditions: 
 
The above copyright notice and this permission notice shall be included in all copies 
or substantial portions of the Software. 
 
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, 
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES 
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON-
INFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLD-
ERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER 
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT 
OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER 
DEALINGS IN THE SOFTWARE. 
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Sqlite4java 
Sqlite4java is a minimalistic Java wrapper for SQLite. SQLite is a free, 
compact, robust, embeddable SQL database engine. 
(http://code.google.com/p/sqlite4java/) 
These libraries and their source code are freely available under the li-
cense terms of Apache Software License, Version 2.0. 
(http://www.apache.org/licenses/LICENSE-2.0.html) 
 
Xerces 
Xerces2 Java is a library for parsing, validating and manipulating XML documents. 
(http://xerces.apache.org/) 
These libraries and their source code are freely available under the li-
cense terms of Apache Software License, Version 2.0. 
(http://www.apache.org/licenses/LICENSE-2.0.html) 
 
BED/BigBed 
bedToBigBed 
bigBedInfo 
bigBedSummary 
bigBedToBed 
BigWig and BigBed binaries in particular are freeware for everyone (Ann 
Zeig, UCSC) 
 
wkhtmltopdf 
A simple shell utility to convert html to pdf using the webkit rendering en-
gine, and qt. (http://code.google.com/p/wkhtmltopdf/). 
It is available under the GNU Lesser General Public License. 
(http://www.gnu.org/licenses/lgpl.html) 
 
GMP 
GMP is a free library for arbitrary precision arithmetic, operating on 
signed integers, rational numbers, and floating point numbers. 
(http://gmplib.org/) 
It is available under the GNU Lesser General Public License. 
(http://www.gnu.org/licenses/lgpl.html) 
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edgeR 
edgeR is a Bioconductor package for differential expression analysis. 
(http://www.bioconductor.org/help/bioc-views/2.6/bioc/html/edgeR.html) 
It is available under the GNU Lesser General Public License. 
(http://www.gnu.org/licenses/lgpl.html) 
When using it, please cite: 

• Robinson MD, McCarthy DJ, Smyth GK (2010) 
edgeR: a Bioconductor package for differential expression 
analysis of digital gene expression data. 
Bioinformatics 26, 139-40 

 
DESeq 
DESeq is a Bioconductor package for differential expression analysis. 
(http://www.bioconductor.org/help/bioc-views/2.6/bioc/html/DESeq.html). 
It is available under the GNU Public License. 
(http://www.gnu.org/licenses/gpl-3.0.html) 
When using it, please cite: 

• Simon Anders and Wolfgang Huber (2010) 
Differential expression analysis for sequence count data. 
Genome Biology 11, R106 

 
DESeq2 
DESeq is a Bioconductor package for differential expression analysis. 
(http://bioconductor.org/packages/3.1/bioc/html/DESeq2.html) 
It is available under the GNU Lesser General Public License. 
(http://www.gnu.org/licenses/lgpl.html). 
When using it, please cite: 

• Love MI, Huber W and Anders S (2014) 
Moderated estimation of fold change and dispersion for RNA-
seq data with DESeq2. 
Genome Biology 15, 550 

 
MACS 
The original MACS program is available under the terms of the Artistic Li-
cense at Harvard.  
Copyright (c) 2008 Yong Zhang, Tao Liu (taoliu@jimmy.harvard.edu) 
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When using it, please cite: 

• Zhang et al. (2008) 
Model-based Analysis of ChIP-Seq (MACS). 
Genome Biology 9, R137 

 
SICER 
The SICER program has been included with permission from Weiqun Peng from the 
George Washington University, Washington, D.C., USA. 
If you are using this algorithm or its results in a published work, please cite: 
 

• Zang C, Schones DE, Zeng C, Cui K, Zhao K, Peng W (2009) 
A clustering approach for identification of enriched domains 
from histone modification ChIP-Seq data. 
Bioinformatics 25, 1952-8 

 
VennDiagram 

For plotting Venn diagrams the R package VennDiagram (http://cran.r-pro-
ject.org/web/packages/VennDiagram/index.html) 
is used. It is licensed under GPL2 and described in 

• Hanbo Chen and Paul C Boutros (2011) 
VennDiagram: a package for the generation of highly-custom-
izable Venn and Euler diagrams in R. 
BMC Bioinformatics 12, 35 

 
Circos 
Circos is a software package for visualizing data and information (http://circos.ca). 
Licensed under GPL. 

It is described in 

• Krzywinski M. et a (2009) 
Circos: an Information Aesthetic for Comparative Genomics. 
Genome Research 19, 1639-1645 

 
samtools, bcftools, tabix, bgzip 
This product comes installed with the samtools software (0.1.19 & 1.3) which is availa-
ble from http://sourceforge.net/projects/samtools/ under the MIT license (see above). 
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When using it please cite 

• Li H et al. (2009) 
The Sequence alignment/map (SAM) format and SAMtools. 
Bioinformatics 25, 2078-9. 

 
Debian 
The underlying operating system on the product is Debian LINUX 
(http://www.debian.org/). Use 'dpkg -l' to get a list of installed packages. 
 
ImageIO-Ext 
The ImageIO-Ext project provides extensions, fixes and improvements for the standard 
Java ImageIO library. Licensed under LGPL. 
(https://github.com/geosolutions-it/imageio-ext/) 
 
R 
R is a system for statistical computation and graphics. Released under GPL v2. 
(https://www.R-project.org/) 
If you're using any of the R-based methods, please also cite 

• R Core Team (2016) 
R: A language and environment for statistical  computing. 
R Foundation for Statistical Computing, Vienna, Austria. 

 
SLURM 
The Simple Linux Utility for Resource Management (Slurm) is an open source, fault-tol-
erant, and highly scalable cluster management and job scheduling system for large 
and small Linux clusters. Licensed under GPL v2 or higher. 
(http://slurm.schedmd.com) 
 
pcaMethods 
pcaMethods is a Bioconductor package providing PCA methods for incomplete data. 
Released under GPL 3. 
If you're running PCA analyses on the GGA, please cite 

• Stacklies W, Redestig H, Scholz M, Walther D, Selbig J (2007) 
pcaMethods - a Bioconductor package providing PCA meth-
ods for incomplete data. 
Bioinformatics 23, 1164-67 
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VCFtools 
The Simple Linux Utility for Resource Management (Slurm) is an open source, fault-tol-
erant, and highly scalable cluster management and job scheduling system for large 
and small Linux clusters. Licensed under GPL v2 or higher. 
(http://slurm.schedmd.com) 
If you're using VCFtools, please cite 

• Danecek P et al. (2011) 
The Variant Call Format and VCFtools. 
Bioinformatics 27, 2156-58 
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Appendix B - Directory Service Examples 
This appendix shows example configurations for running the Genomatix Genome Ana-
lyzer (GGA) as LDAP or Active Directory client. 

Please note that these are very generic examples and for informational purpose only. 
The configuration needed to access a company/institutional directory service might de-
viate considerably from the examples shown here or could be completely different. If you 
want/need to run the GGA as a client for an existing, customized directory service, ask 
you IT to do this for you! Setting wrong parameters might render the system unusable 
and due to the variety of directory service options, Genomatix can not provide standard-
ized files or support for the setup. 

Services 
Two services are required, nslcd, which runs LDAP queries for local processes and nscd, 
that provides a cache for the most common name service requests. 

To change the LDAP configuration, both services should be stopped before changing 
configuration files. After saving the new configuration, start nscd after starting nslcd. 

A common procedure for changing the configuration would look like this: 

Stopping the services could be done by entering: 

/etc/init.d/nscd stop 

/etc/init.d/nslcd stop 

Then after updating the configuration, start nslcd: 

/etc/init.d/nslcd start 

Then update the cache: 

nss_updatedb ldap 

Finally start nscd: 

/etc/init.d/nscd start 

 

 
 

Templates 
Two sets of templates are available on the Genomatix Mining Station, these can be found 
at /etc/genomatix/examples. 
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Open LDAP 
This template shows the configuration if an OpenLDAP server is used as backend. The 
LDAP template was designed to work with standard OpenLDAP servers out of the box. 
For customizations to your needs, you have to edit the files as follows below. You can 
find the files at 

/etc/genomatix/examples/ldap/etc/ 
 
on your GGA. 

configuring nslcd 
Here are examples of the configuration files needed: 

/etc/nslcd.conf 

All marked fields need to be changed to your own settings. 

 

 

 

# /etc/nslcd.conf 
 
uid nslcd 
gid nslcd 
 
uri ldap://hostname.domain.tld 
 
base dc=domain,dc=tld 
#base passwd LDAP_BASE_DN 
#base group LDAP_BASE_DN 
 
ldap_version 3 
 
binddn cn=ldapbinduser,dc=domain,dc=tld 
bindpw plaintextpasswd 
 
scope sub 
 
filter passwd (objectClass=user) 
map    passwd uid            gxuid 
map    passwd gecos            name 
 
filter group  (objectClass=group) 
map    group  uniqueMember     memberUid 
 
idle_timelimit 30 
reconnect_sleeptime 15 
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/etc/ldap/ldap.conf 

Please note that this is only the beginning of the file. All marked fields need to be changed 
to your own settings. 

/etc/ldap/ldap.secret (if rootdn is used) 

This file contains the plaintext password for the rootdn. Be sure to have this file's per-
missions set to 600 and the ownership to "root". 

ls -l ldap.secret 

should give you something like this 

 

configuring PAM 
If no major changes were made to the LDAP config, the PAM setup from the template 
should work. 

Please note that a PAM misconfiguration can lead to an unusable system! 
 
 

# 
# This is the shared configuration file for the LDAP client configu-
ration 
# and the LDAP PAM module.  
#  
 
 
 
# The distinguished name of the search base. 
base dc=domain,dc=tld 
uri ldap://hostname.domain.tld 
 
binddn cn=ldapbinduser,dc=domain,dc=tld 
bindpw plaintextpasswd 
 
# The distinguished name to bind to the server with 
# if the effective user ID is root. Password is 
# stored in /etc/pam_ldap.secret (mode 600) 
rootbinddn cn=ldapadmin,dc=tld,dc=domain 
 
port 389 
 
# The search scope. 
scope sub 
[...] 

-rw------- 1 root root 32 Mar  2 08:42 ldap.secret 
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Examples 
/etc/pam.d/common-auth: 

/etc/pam.d/common-account: 

/etc/pam.d/common-session: 

/etc/pam.d/common-passwd: 

 

 

Active Directory 
Standard template for use with Microsoft Active Directory Server (Windows Server 2003 
and higher). It uses Kerberos as authentication backend. You can find the files at 

/etc/genomatix/examples/active_directory/etc/ 
 
on your GGA. For this example configuration we use LDAP and Kerberos: 

• lookups (users &groups) are performed by nslcd using LDAP(s) 

• for increased security, authentication is handled by Kerberos 
To configure the GGA for Active Directory backends, you need to configure nslcd, PAM 
and Kerberos. 

For Kerberos a properly set-up DNS (forward and reverse lookups) and time configura-
tion are needed. Otherwise authentication over Kerberos will not work. 

auth   sufficient   pam_unix.so   nullok_secure 
auth   sufficient   pam_ldap.so   ignore_unknown_user   try_first_pass 
auth   required pam_deny.so 

account required pam_unix.so 
account sufficient pam_ldap.so 

session required     pam_mkhomedir.so skel=/etc/skel umask=0022 
session sufficient   pam_unix.so 
session optional     pam_ldap.so 

password sufficient   pam_unix.so nullok obscure md5 
password sufficient   pam_ldap.so 
 
password 
 
sufficient pam_ldap.so 
required   pam_deny.so 
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Configuring nslcd 
Please see the "Configuring nslcd" section in the previous "Open LDAP" chapter. 

Configuring Kerberos 
These steps should be performed before configuration: 

• check DNS (domain name server) resolving to the Kerberos Server 
(KDC) - forward and reverse lookups!  

• sync the time on the Kerberos Server and client system - the default 
time difference must not exceed 5 minutes  

 

The file /etc/krb5.conf 
This file contains the central configuration for (MIT) Kerberos clients. For a minimal work-
ing configuration, you need to edit the values for the directives shown in the table below. 
You can leave all other values from the template unchanged unless you know, which 
values apply to your configuration. 

within [realms] 

KRB_DEFAULT-REALM describes the default Realm; usually 
the domain name (e.g. GENOMATIX.DE) 
(uppercase!) 

Kdc one or more Active Directory Domain Con-
trollers (e.g. ad1.example.com) 

admin_server the administrative Kerberos Server name; 
(e.g. ad1.example.com) 

within [domain_realm] 

KRB_DEFAULT_DOMAIN the DNS domain name 

KRB_DEFAULT_REALM the matching Kerberos Realm name (in up-
percase!) 

within [libdefaults] 
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default_realm the default realm; important if you have 
multiple realms configured 

 

 
Example 

For detailed documentation, please read the Kerberos V5 System Administrator’s Guide. 

configuring PAM 
The corresponding PAM library for Kerberos authentication is called pam_krb5(.so). You 
will find it in /lib/security/. If it is missing, PAM will fail loading the module. PAM configu-
ration files are located in /etc/pam.d/. The provided Active Directory Template modifies 
only the common-* files in /etc/pam.d/. 

Please note that a PAM misconfiguration can lead to an unusable system! 
 
  

[realms] 
 KRB_DEFAULT-REALM = { 
  kdc = KRB_KDC 
  admin_server = KRB_ADMIN_SERVER 
 } 
[domain_realm] 
 .KRB_DEFAULT_DOMAIN = KRB_DEFAULT_REALM 
 KRB_DEFAULT_DOMAIN = KRB_DEFAULT_REALM 
[login] 
 krb4_convert = false 
 krb4_get_tickets = false 
[appdefaults] 
 renewable = true  
[libdefaults] 
 default_realm = KRB_DEFAULT_REALM 
 kdc_timesync = 1 
 ccache_type = 4 
 ticket_lifetime = 24h 
 renew_lifetime = 4d 
 forwardable = true 
 proxiable = true 
 default_cc_name = /tmp/krb5cc_%{uid} 
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Examples 
/etc/pam.d/common-auth: 

/etc/pam.d/common-account: 

/etc/pam.d/common-session: 

/etc/pam.d/common-passwd: 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
220411/A4 

auth   sufficient   pam_unix.so   nullok_secure 
auth   [authinfo_unavail=ignore success=1 default=done] pam_krb5.so  \ 
   try_first_pass forwardable 
auth   [default=done] pam_ccreds.so action=validate use_first_pass 
auth   [default=done] pam_ccreds.so action=store use_first_pass 
auth   [default=done] pam_ccreds.so action=update use_first_pass 
auth   requisite   pam_deny.so 

account required pam_unix.so 
account sufficient pam_krb5.so 

session required pam_unix.so 
session required  pam_mkhomedir.so skel=/etc/skel umask=0022 
session optional pam_krb5.so 

password   sufficient pam_krb5.so 
password   required   pam_unix.so nullok obscure md5 


